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Moreland City Council believes that the responsible handling of personal information is a key aspect of good democratic governance, and is strongly committed to protecting every individual's right to privacy.  Accordingly, Council is committed to full compliance with its obligations under the Information Privacy Act 2000 (Vic) (the Act) and the Health Records Act.  In particular, Council will comply with the Information Privacy Principles (IPPs) contained in the Act.

A copy of the purposes and objects of the Act and a short summary of the IPPs are attached to this policy document for information.  The Act came into effect on 1 September 2001 and requires all Victorian Councils to have Information Privacy policies and processes in place by 1 September 2002.  Moreland Council has had policies and processes in place since that time.

The Information Privacy Policy applies to all Council employees, Councillors and contractors to Moreland City Council.  This Information Privacy Policy explains some of these IPPs and how they may apply to you.

PERSONAL INFORMATION

This Policy applies to all personal information held by Council.  Personal information means information or an opinion about an individual whose identity is apparent, or can reasonably be ascertained from the information or opinion, other than certain health or generally available information.

For example, Council holds personal information on its local citizens and ratepayers (eg names and addresses) in order to carry out its functions (eg planning, valuation and property services).  It may also request personal information in order to provide education, welfare and other community services (eg child care services).  In some instances, personal information may be contained on a public register (register of building permits, food premises and animal registration details).

PERSONAL HEALTH INFORMATION

Some information that Council maintains relates to personal health.  The relevant legislation defining the responsible handling of this data is contained in the Health Records Act 2001.  The Health Privacy Principles contained in this Act closely mirror those in the Information Privacy Act.  The Health Records Act took effect on 1 July 2002.

SENSITIVE INFORMATION

Council may also hold sensitive information.  Sensitive information includes information or an opinion about an individual’s racial or ethnic origin, political opinions, trade union membership, philosophical or religious beliefs, sexual preferences, membership of groups or criminal record.

COLLECTION

Council will only collect personal information that is necessary for its functions and activities.  In some instances, Council is required by law to collect personal information.  Council will only collect sensitive information where the individual concerned has consented or as permitted under the Act.

If it is reasonable and practicable to do so, Council will collect personal information about citizens directly from them.  When doing so, it will inform them of the matters set out in the Act, including the purpose or purposes for which the information is collected, and will use lawful and fair means to collect information.  If Council collects personal information about any citizen from someone else, it will take reasonable steps to make sure the individual concerned is aware of these matters.

All areas of Council that collect personal information on various forms and templates should (at the very least) provide for a notice on the form similar to the below.

“Personal and or Health Information collected by Council is used for municipal purposes as specified in the Local Government Act 1989.  The Personal and or Health Information will be used solely by Council for these purposes and or directly related purposes. Council may disclose this information to other organisations if required by legislation. The applicant understands that the Personal and or Health Information provided is for the above purpose and that he or she may apply to Council for access to and/or amendment of the information. Requests for access and or correction should be made to Council’s Privacy Officer”.

USE AND DISCLOSURE

Council will only use personal information within Council, or disclose it outside Council, for the purpose for which it was collected or in accordance with the Act (eg where the individual has consented or where the person would reasonably expect this to occur).  Council will not sell any personal information it holds for commercial gain.

SECURITY

Council will endeavour to maintain a secure system for storing personal information.  Technological and operational policies and procedures are in place to protect personal information from misuse and loss, and from unauthorised modification or disclosure.  Council will dispose of personal information where it is no longer necessary to fulfil the purposes for which the information was collected, or as required by law.

ACCESS AND CORRECTION

Should any person wish to access their personal information, contact should be made with Council's Privacy Officer (Manager Internal Audit on telephone 9240 2294).  Access will be provided except in the circumstances outlined in the Act, for example, where the information relates to legal proceedings or where the Freedom of Information Act 1982 applies.

If any citizen believes that their personal information is inaccurate, incomplete or out of date, they may request Council to correct the information.  The request will be dealt with in accordance with the Act.

ANONYMITY

Where lawful and practicable, Council will give all individuals the option of not identifying themselves when supplying information or entering into transactions with it.

EXTERNAL CONTRACTORS

While personal information is usually handled by Council staff, Council may contract some of its functions to third parties.  This may require the contractor to collect, use or disclose certain personal information (eg garbage collection or Leisure Centre management).  Council requires all of its major service delivery contractors to comply with the Act in all respects.

COMPLAINTS

If any citizen feels aggrieved by Council's handling of their personal information, the individual may make a complaint to Council’s Privacy Officer (telephone 9240 2294).  The complaint will be investigated as soon as possible (but no later than 5 business days) and a written response will be provided.  Alternatively, any person may make a complaint to the Privacy Commissioner (although the Commissioner may decline to hear the complaint if the issue has not been first raised with Council).

RESPONSIBILITY
The Director Corporate Services is responsible for the development and maintenance of Information Privacy Policy. The Manager Internal Audit, as the Moreland City Council’s Privacy Officer, is responsible for the implementation of the policy, for staff awareness training, and is the principal point of contact for any queries regarding Information Privacy issues.  The Manager Internal Audit has conducted an internal audit of each of the personal information databases held by the various areas of Council.  In conjunction with the local line management, and consistent with the Information Privacy Principles, the Manager Internal Audit has assisted in the documentation of the process arrangements for access and review of the personal information held.  The Manager Internal Audit has also provided all staff with access to the Moreland Council Privacy Guide on the intranet site MoreNet.  The Privacy Guide provides detailed explanations of the impact of information privacy across all of the major service areas of Council.

CHANGES

Council may amend this Privacy Policy from time to time.

FURTHER INFORMATION

If you have any queries about this Privacy Policy, please contact Council's Privacy Officer (telephone 9240 2294) or by email (ithomas@moreland.vic.gov.au).

The Victorian Privacy Commissioner can be contacted on telephone 8619 8719.

PURPOSES AND OBJECTS (*)

· To establish a regime for the responsible collection and handling of personal information by the Victorian public sector;

· To balance the public interest in the free flow of information with the public interest in protecting the privacy of personal information in the public sector;

· To promote awareness of responsible personal information handling practices in the public sector;

· To promote the responsible and transparent handling of personal information in the public sector;

· To provide individuals with rights of access to information held about them by organisations, including information held by contracted service providers;

· To provide individuals with the right to require an organisation to correct information about them held by the organisation, including information held by contracted service providers;

· To provide remedies for interferences with the information privacy of an individual;

· To provide for the appointment of a Privacy Commissioner.

SHORT SUMMARY OF THE INFORMATION PRIVACY PRINCIPLES (#)

(1) Collection


Collect only personal information that is necessary for the performance of functions.  Advise individuals that they can gain access to personal information

(2) Use and disclosure


Use and disclose personal information only for the primary purpose for which it was collected or a secondary purpose the person would reasonably expect.  Use for a secondary purpose should have the consent of the person.

(3) Data quality


Make sure that personal information is accurate, complete and up to date.

(4) Data security


Take reasonable steps to protect personal information from misuse, loss, unauthorised access, modification or disclosure.

(5) Openness


Document clearly expressed policies on the management of personal information and provide a copy of the policies to anyone who asks.

(6) Access and correction


Individuals have a right to seek access of their personal information and make corrections.  Access and correction will be handled mostly under the Victorian Freedom of Information Act.

(7) Unique identifiers


A unique identifier is usually a number assigned to an individual in order to identify the person for the purposes of the organisation’s operations.  Tax File Numbers and Driving Licence Numbers are examples.  Unique identifiers can facilitate data matching.  Data matching can diminish privacy.  IPP 7 limits the adoption and sharing of unique identifiers.

(8) Anonymity


Give individuals the option of not identifying themselves when entering transactions with organisations, if that is lawful and feasible.

(9) Transborder data flows


Basically, if your personal information travels, your privacy protection should travel with it.  Transfer of information outside Victoria is restricted.  Personal information may be transferred only if the recipient protects privacy under standards similar to Victoria’s IPPs.

(10) Sensitive information


The law restricts the collection of sensitive information like an individual’s racial or ethnic origin, political views, religious beliefs, sexual preferences, membership of groups or criminal record.

(*)
Extracts from Sections 1 and 5 of the Information Privacy Act 2000

(#)
Extract from brochure prepared by the Office of the Victorian Information Privacy Commissioner

